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SENIOR NETWORK ENGINEER
PROFESSIONAL SUMMARY
· Senior Network Security Engineer with 12+ years of progressive experience designing, implementing, and optimizing enterprise-scale network infrastructures across diverse industry verticals including telecom sectors.
· Proven expertise architecting and deploying Cisco IOS, IOS-XE, IOS-XR, and NX-OS platforms alongside Juniper Junos OS environments supporting 80+ distributed sites with 99.99% network uptime and availability.
· Extensive experience designing hybrid cloud networking solutions utilizing AWS VPC, AWS Direct Connect, Azure VNET, Azure ExpressRoute, BGP, and MPLS technologies for enterprise connectivity.
· Demonstrated proficiency implementing Zero Trust Network Access architectures utilizing Zscaler ZPA/ZIA platforms with identity-based segmentation and continuous authentication mechanisms for enhanced security.
· Advanced knowledge of Palo Alto NGFW, Prisma Access, Cisco ISE, Cisco Firepower, Zero Trust Architecture, and SASE and other enterprise security frameworks.
· Experienced deploying Cisco SD-WAN (Viptela), Aruba EdgeConnect, and Meraki SD-WAN solutions for enterprise WAN modernization initiatives.
· Strong capability in network performance monitoring utilizing Splunk Enterprise Security, DataDog infrastructure monitoring, and SolarWinds Network Performance Monitor, ensuring proactive issue identification and rapid resolution.
· Certified network professional holding CCNP certification with demonstrated commitment to continuous learning and staying current with emerging networking technologies and industry best practices.
· Proven track record leading network migration projects, infrastructure upgrades, and technology refresh initiatives, managing timelines, budgets, and stakeholder communications, consistently delivering ahead of schedule.
· Skilled in network automation using Python, Ansible, Terraform, REST APIs, JSON, YAML, and Git, enabling Infrastructure as Code (IaC) and reducing manual operational effort.
· Expertise in DNS and DHCP infrastructure management, implementing redundancy and high availability, optimizing performance, and troubleshooting resolution issues to ensure reliable network services across enterprise environments.
· Experienced conducting network security assessments, vulnerability scanning, and penetration testing coordination, implementing remediation strategies that strengthen overall security posture and minimize risk exposure.
TECHNICAL SKILLS
Routing Protocols: BGP, OSPF, EIGRP, IS-IS, Policy-Based Routing, Route Redistribution, Route Filtering, Route Maps
Switching Technologies: VLANs, 802.1Q Trunking, VTP, Inter-VLAN Routing, STP/RSTP/MSTP, Port Security, EtherChannel/LACP
Cisco Platforms: Cisco IOS, IOS-XE, IOS-XR, NX-OS, Catalyst, Nexus, ASR, ACI, Meraki Cloud
Juniper Technologies: Junos OS, MX Series, EX Series, SRX Series, QFX Series, Juniper MPLS, Juniper BGP/OSPF WAN Technologies: Cisco SD-WAN (Viptela), Aruba EdgeConnect, Meraki SD-WAN, MPLS, WAN Optimization VPN Technologies: IPSec, SSL VPN, Site-to-Site VPN, Remote Access VPN, DMVPN, GRE Tunnels, L2TP, MPLS VPN
Security Solutions: Palo Alto NGFW, Prisma Access, Cisco ISE, Cisco Firepower, Zero Trust Architecture, ZTNA, SASE, SSE, Micro-Segmentation, Zscaler ZPA/ZIA

Load Balancers: F5 BIG-IP LTM/GTM, Citrix NetScaler, Application Delivery Controllers, Load Balancing Algorithms, Health Monitoring
Cloud Networking: AWS VPC, AWS Transit Gateway, AWS Direct Connect, Azure VNET, Azure ExpressRoute, Azure Virtual WAN, Hybrid Cloud Networking, Multi-Cloud Connectivity
Network Management: Infoblox DDI, DNS/DHCP/IPAM, Cisco Prime, SolarWinds, SNMP, NetFlow, Configuration Management
Monitoring Tools: Splunk, DataDog, Nagios, PRTG, Wireshark, tcpdump, Network Performance Monitoring, Log Analysis
Network Services: DNS, DHCP, NTP, RADIUS, TACACS+, QoS, Multicast, NAT/PAT, ACLs, DiffServ, SNMP
Protocols: TCP/IP, UDP, ICMP, ARP, HTTP/HTTPS, FTP/SFTP, SSH, Telnet, SMTP, NTP, LDAP
Documentation Tools: Microsoft Visio, Lucidchart, Network Topology Diagrams, Technical Documentation, Procedure Manuals
Scripting / Automation: Python, Ansible, Terraform, REST APIs, JSON, YAML, Git, Infrastructure as Code (IaC), NetBox, PowerShell
PROFESSIONAL EXPERIENCE
Senior Network Security Engineer — The Walt Disney Company, Orlando, FL
December 2024 – Present
Responsibilities: Enterprise network security architecture, global network infrastructure, network segmentation, secure connectivity, routing and switching, automation, observability, and incident response.
· Designed, implemented, and supported secure enterprise network infrastructure for corporate, resort, entertainment, media, and other business-critical environments across The Walt Disney Company.
· Engineered highly available Layer 2/Layer 3 architectures using redundant switching and routing, VLANs, VRFs, BGP, OSPF, route filtering, and traffic engineering to improve resiliency and minimize service disruption.
· Implemented network segmentation and micro-segmentation using VLANs, VRFs, firewall security zones, access-control policies, and identity-aware controls to isolate critical corporate and operational environments.
· Administered next-generation firewall infrastructure, implementing application-aware security policies, URL filtering, threat prevention, NAT, VPN connectivity, and centralized policy management.
· Supported secure remote-access and site-to-site connectivity using IPSec VPN, SSL VPN, identity-based access policies, and Zero Trust principles to protect internal applications and infrastructure.
· Implemented Network Access Control using 802.1X, RADIUS, role-based access policies, and endpoint authentication to provide secure wired and wireless connectivity across enterprise locations.
· Designed and optimized BGP and OSPF routing environments, performing route redistribution, summarization, prefix filtering, path selection, and redundancy testing to maintain stable connectivity.
· Supported enterprise LAN, WAN, WLAN, and internet-edge infrastructure including routers, switches, firewalls, wireless access points, network circuits, and cloud connectivity services.
· Developed Python and Ansible automation workflows for configuration validation, compliance checks, device inventory collection, operational health verification, and repetitive administrative tasks.
· Built network observability and monitoring capabilities using telemetry, SNMP, syslog, NetFlow, packet captures, dashboards, and alerting to proactively identify network degradation and security events.

· Performed advanced troubleshooting using Wireshark, tcpdump, routing diagnostics, firewall logs, interface statistics, and end-to-end testing to resolve complex Layer 2 through Layer 7 issues.
· Partnered with Security Operations, Infrastructure, Cloud, Application, and business technology teams to investigate incidents, assess network risks, validate controls, and conduct Root Cause Analysis.
· Managed infrastructure lifecycle and change activities including firmware upgrades, vulnerability remediation, hardware refreshes, CAB planning, rollback procedures, post-change validation, and technical documentation.
Environment: Cisco IOS-XE/NX-OS, Enterprise Routing & Switching, BGP, OSPF, VLANs, VRFs, 802.1Q, STP/RSTP, NGFW, VPN, NAC, 802.1X, RADIUS, DNS/DHCP/IPAM, Python, Ansible, REST APIs, JSON, YAML, Infrastructure as Code, Cisco DNA Center, Aruba Central, LogicMonitor, ServiceNow, Wireshark, tcpdump, SNMP, NetFlow, Syslog.
Network Engineer — Microsoft, Redmond, WA
March 2022 – November 2024
Responsibilities: Azure network infrastructure, global WAN and backbone networking, hybrid cloud connectivity, routing protocol engineering, data center networking, automation, monitoring, and reliability engineering.
· Supported the design, deployment, and operation of Microsoft enterprise and Azure network infrastructure, providing highly available connectivity across corporate networks, data centers, cloud environments, and globally distributed services.
· Engineered large-scale WAN and backbone connectivity using BGP, OSPF, MPLS, IPv4/IPv6, redundant routing architectures, and traffic-engineering techniques to maintain reliable global connectivity.
· Worked with Azure networking services including Virtual Networks, subnets, Network Security Groups, VPN Gateways, ExpressRoute, Azure Load Balancer, and hybrid connectivity solutions.
· Configured and supported Azure ExpressRoute private peering, BGP route advertisements, route filtering, redundancy validation, and failover testing for business-critical hybrid workloads.
· Participated in cloud-first network modernization initiatives, supporting migration of traditional on-premises services and application connectivity toward Azure-based architectures.
· Designed and implemented LAN, WAN, and data center network solutions including routing, switching, firewall connectivity, load balancing, segmentation, and redundant uplink architectures.
· Configured and optimized BGP policies including local preference, AS-path manipulation, route filtering, prefix advertisements, communities, and failover strategies to control traffic flow across multiple paths.
· Managed OSPF environments and resolved neighbor, route propagation, convergence, redistribution, and routing-loop issues across complex enterprise networks.
· Developed Python and PowerShell automation scripts for configuration validation, network health checks, routing analysis, inventory management, operational reporting, and repetitive administration.
· Used Ansible, YAML, REST APIs, and Infrastructure as Code practices to automate configuration changes, validation procedures, and standardized network deployments.
· Supported Azure WAN and data center network automation initiatives designed to reduce manual configuration, minimize operational errors, and improve scalability.
· Developed network telemetry and monitoring using SNMP, syslog, flow data, performance metrics, dashboards, and automated alerts to improve anomaly and incident detection.
· Participated in live-site incident response and on-call operations, troubleshooting routing, switching, connectivity, latency, packet-loss, VPN, firewall, and application network issues.
· Performed packet-level troubleshooting with Wireshark, tcpdump, traceroute, routing tables, interface statistics, and protocol debugging to isolate root causes across complex paths.
· Supported secure connectivity between Microsoft corporate environments, Azure infrastructure, data centers, development environments, and remote users while following enterprise security requirements.

· Collaborated with Azure Networking, Cloud Operations, Security Engineering, data center operations, application teams, and service owners to design scalable solutions and resolve cross-platform issues.
· Performed capacity planning and performance analysis using bandwidth utilization, latency, traffic patterns, growth trends, and failure scenarios to identify infrastructure scaling requirements.
· Executed resiliency and disaster-recovery testing including routing failover, circuit redundancy, device failures, ExpressRoute failover, and service-restoration procedures.
· Supported hardware and software lifecycle activities including device deployment, firmware upgrades, configuration changes, infrastructure refreshes, maintenance windows, and post-deployment validation.
· Implemented network security and segmentation controls using ACLs, Network Security Groups, firewall policies, VPNs, and least-privilege connectivity principles across hybrid environments.
· Created and maintained network topology diagrams, implementation procedures, routing standards, troubleshooting runbooks, change plans, operational documentation, and Root Cause Analysis reports.
Environment: Microsoft Azure, Azure VNET, ExpressRoute, VPN Gateway, Azure Load Balancer, Network Security Groups, BGP, OSPF, MPLS, IPv4/IPv6, TCP/IP, IPSec, LAN/WAN, Data Center Networking, Hybrid Cloud Networking, Python, PowerShell, Ansible, REST APIs, JSON, YAML, Infrastructure as Code, Wireshark, tcpdump, SNMP, Syslog, Network Telemetry, High Availability & Disaster Recovery.
Network Administrator — New York State Dept. of Health, Albany, NY
August 2019 – February 2022
Responsibilities: Healthcare network infrastructure, secure connectivity implementation, HIPAA compliance, network access control, remote access solutions.
· Architected a comprehensive network infrastructure supporting a statewide healthcare information exchange connecting 200+ hospitals, clinics, and public health facilities, ensuring HIPAA-compliant secure data transmission.
· Implemented Cisco Catalyst 9000 series switches with StackWise Virtual technology across campus networks, providing redundant control plane, unified management, and sub-second failover capabilities.
· Oversaw integration and support of Arista switch infrastructure for scalable Layer 2/3 enterprise connectivity.
· Configured advanced OSPF implementations utilizing multi-area design, virtual links, stub areas, and route summarization, optimizing routing table size and reducing SPF calculation overhead.
· Deployed enterprise Cisco ISE and 802.1X Network Access Control solutions supporting Zero Trust security initiatives and role-based access control.
· Established secure remote access infrastructure implementing Cisco AnyConnect SSL VPN with multifactor authentication, split tunneling policies, and endpoint posture checking for 3,000+ remote workers.
· Configured Palo Alto firewalls implementing zone-based security policies, NAT rules, security profiles, decryption policies, and GlobalProtect VPN for comprehensive threat protection and secure remote connectivity.
· Implemented a network segmentation strategy utilizing VRFs, VLANs, and firewall policies, isolating patient health information systems, administrative networks, and guest wireless networks to ensure regulatory compliance.
· Managed Infoblox appliances implementing DNS views, DNS traffic control, DHCP failover, and IPAM workflows, automating IP address lifecycle management and centralizing naming services.
· Troubleshot network performance degradation issues utilizing packet capture analysis, interface statistics, NetFlow data, and end-to-end latency measurements to identify bottlenecks and restore service levels.
· Configured redundant internet connectivity utilizing dual ISP connections with BGP multihoming, AS prepending, and local preference tuning, implementing automatic failover and load balancing.
· Implemented centralized logging infrastructure utilizing Splunk Enterprise, forwarding syslog, SNMP traps, and NetFlow data from network devices to enable correlation analysis and compliance reporting.
· Wrote Perl scripts to process routing tables, syslogs, and SNMP outputs, enabling faster troubleshooting of routing flaps, convergence delays, and interface errors.
· Deployed wireless infrastructure across 50+ facilities implementing Cisco Wireless LAN Controllers, access points, coverage surveys, channel planning, and roaming optimization for clinical applications.

· Conducted regular security assessments performing vulnerability scanning, configuration audits, and penetration testing coordination, identifying and remediating security gaps.
· Managed DHCP infrastructure implementing redundancy pairs, scope design, reservation management, and option configuration, supporting 10,000+ endpoints reliably.
· Implemented Quality of Service policies prioritizing telemedicine traffic, electronic health records systems, and voice communications, ensuring critical healthcare applications received optimal performance.
· Configured EtherChannel port aggregation utilizing LACP across distribution and access layer switches, increasing bandwidth and improving redundancy across server farm and uplink connections.
· Participated in the change advisory board, reviewing proposed network changes, assessing risk, validating implementation plans, and approving maintenance windows.
· Developed network documentation including standard operating procedures, configuration templates, troubleshooting guides, and network diagrams to support consistent implementation practices.
· Used Perl utilities for parsing monitoring outputs and generating summarized reports for WAN performance and outage analysis.
· Coordinated with application teams performing network readiness assessments, capacity planning, and bandwidth allocation to support new application deployments and business initiatives.
Environment: Cisco Catalyst 9000, ISE, AnyConnect SSL VPN, Palo Alto NGFW, Infoblox, Aruba ClearPass, Splunk, Nagios, OSPF, BGP, 802.1X, VRF, LACP, NetFlow, Wireless LAN Controllers, HIPAA compliance frameworks.
Network Engineer — CVS Health, Rhode Island, United States
February 2017 – July 2019
Responsibilities: Retail network infrastructure, MPLS connectivity, security implementation, monitoring solutions, disaster recovery planning.
· Designed and implemented store connectivity infrastructure supporting 9,000+ retail pharmacy locations utilizing MPLS VPN, backup broadband connections, and automated failover mechanisms to ensure continuous POS system availability.
· Configured Cisco Catalyst switches across distribution centers implementing VLANs, trunking, spanning tree optimization, and port security to support warehouse management systems and logistics operations.
· Implemented network monitoring infrastructure utilizing PRTG Network Monitor, collecting SNMP metrics, monitoring bandwidth utilization, tracking uplink availability, and generating availability reports.
· Managed end-to-end implementation of healthcare network services in collaboration with multiple vendors and third-party service providers, ensuring delivery within HIPAA compliance boundaries.
· Deployed Cisco ASA firewalls at regional data centers implementing security zones, access control lists, NAT policies, and site-to-site VPN tunnels, ensuring PCI-DSS compliance.
· Configured EIGRP routing protocol across the enterprise WAN implementing summarization, stub routing, and unequal cost load balancing, optimizing routing efficiency and providing rapid convergence.
· Established DNS infrastructure implementing split-brain DNS configuration, zone transfers, dynamic updates, and caching mechanisms supporting internal and external name resolution requirements.
· Implemented network access control policies utilizing port security, DHCP snooping, dynamic ARP inspection, and IP source guard, protecting against MAC flooding, DHCP starvation, and ARP poisoning attacks.
· Troubleshot WAN connectivity issues between headquarters and branch locations, analyzing routing tables, testing connectivity, coordinating with service providers, and implementing workarounds.
· Configured HSRP gateway redundancy implementing preemption, priority tuning, and interface tracking, ensuring seamless default gateway failover during router failures.
· Created Perl-based parsing scripts to analyze large volumes of syslogs, NetFlow data, and routing logs, identifying recurring defect patterns and assisting with Root Cause Analysis.
· Implemented centralized syslog infrastructure forwarding logs from routers, switches, and firewalls to a centralized server, enabling historical analysis and security incident investigation.

· Deployed a guest wireless network implementing WPA2-PSK encryption, bandwidth throttling, captive portal authentication, and VLAN segregation, providing secure internet access for customers.
· Conducted capacity planning, analyzing network traffic patterns, bandwidth utilization trends, and growth projections, providing recommendations for circuit upgrades and equipment refresh.
· Participated in disaster recovery exercises testing network restoration procedures, validating configuration backups, and documenting recovery time actuals.
· Configured static and dynamic NAT policies translating private addresses to public addresses, enabling internal resources internet connectivity while conserving public IP address space.
· Implemented SNMP monitoring configuring community strings, trap receivers, and polling intervals, collecting performance metrics for trending analysis and capacity planning.
· Collaborated with the security team implementing firewall rule optimization, analyzing traffic flows, removing obsolete rules, and consolidating redundant rules.
· Managed vendor relationships coordinating with service providers for circuit installation, troubleshooting connectivity issues, and tracking resolution progress.
· Developed Python scripts automating routine tasks including configuration backups, compliance checking, bulk configuration changes, and report generation.
· Created detailed network documentation including topology diagrams, IP address allocation spreadsheets, configuration standards, and troubleshooting runbooks.
Environment: Cisco IOS, Catalyst, Cisco Firepower, EIGRP, HSRP, MPLS VPN, PRTG Monitor, Python, SNMP, VLANs, STP, NAT, DHCP, DNS, Python scripting, PCI-DSS compliance, Wi-Fi 6/6E, Guest wireless networks.
Network Engineer — Venom Software Solutions Pvt Ltd, India
August 2013 – December 2016
Responsibilities: Network infrastructure support, basic routing and switching, firewall configuration, troubleshooting, documentation maintenance.
· Configured and maintained Cisco routers and switches supporting enterprise network infrastructure, providing connectivity for 500+ users across corporate offices.
· Implemented basic routing protocols including RIP, OSPF, and static routing, configuring router interfaces, defining routing policies, and verifying route propagation.
· Deployed fundamental firewall security policies utilizing access control lists on routers and basic firewalls, defining permit/deny rules to protect internal networks from unauthorized external access.
· Managed IP addressing schemes, designing subnets, allocating address ranges, and maintaining IP address documentation to ensure efficient address utilization.
· Configured VLANs and trunking on Cisco switches implementing 802.1Q tagging, assigning ports to VLANs, and configuring inter-VLAN routing to segregate network traffic.
· Troubleshot basic connectivity issues utilizing ping, traceroute, and show commands, analyzing routing tables, interface status, and protocol states to restore network connectivity.
· Implemented DHCP services configuring scope ranges, exclusions, reservations, and lease durations, automating IP address assignment across networks.
· Configured spanning tree protocol implementing root bridge selection, PortFast, and BPDU guard, preventing Layer 2 loops and ensuring rapid convergence.
· Managed network device backups implementing scheduled configuration backups to a TFTP server, ensuring recovery capability during device failures.
· Deployed basic wireless access points configuring SSIDs, WPA2 encryption, and channel selection, providing wireless connectivity for mobile users.
· Configured NAT and PAT on edge routers, translating private internal addresses to public addresses to enable internet connectivity while conserving public IP address space.

· Implemented basic network monitoring utilizing ping monitoring scripts and SNMP queries, checking device availability and interface status.
· Participated in cabling infrastructure projects supervising structured cabling installation, testing copper and fiber connections, and labeling patch panels.
· Configured basic QoS policies implementing priority queuing for voice traffic, ensuring acceptable call quality across WAN links with limited bandwidth.
· Managed user account provisioning, coordinating with system administrators to create network authentication accounts and assign permissions.
· Documented network configurations, maintaining records of device settings, IP address assignments, VLAN configurations, and routing protocols.
· Worked with C++ based networking utilities and vendor SDK tools to test packet processing behavior, validate performance characteristics, and troubleshoot low-level networking and protocol issues during SD-WAN and firewall testing.
· Provided first-level technical support responding to user connectivity issues, troubleshooting problems, and escalating complex issues.
· Participated in network maintenance windows performing equipment reboots, firmware updates, and configuration changes following change control procedures.
· Configured basic VPN connectivity implementing site-to-site tunnels using pre-shared keys, connecting branch offices to headquarters.
· Assisted senior engineers during infrastructure upgrades, preparing equipment, following implementation procedures, performing verification testing, and documenting changes.
Environment: Cisco IOS, Catalyst Switches, Basic Firewalls, Network automation, OSPF, Static Routing, VLANs, Trunking, C++, STP, DHCP, NAT/PAT, Python, SNMP, Structured Cabling, Basic QoS.
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