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Professional Summary:
· 10+ years of experience in the software industry in Sailpoint Identity IQ implementation and configuration for application onboarding for access certification and provisioning.
· Expertise in key modules like Governance, Provisioning, Access Certification, etc. and experience managing the full identity lifecycle.
· Worked on upgrading SailPoint versions and worked on Patching SailPoint versions.
· Experience in Identity/Compliance Management Solutions, Lifecycle Manager, Provisioning, Identity Workflows, Security Infrastructure Design, Authentication and Authorization advancements.
· Experience with IIQ in Managing access to information for cloud-based services.
· Developed and implemented lifecycle management processes within SailPoint IdentityNow, enabling efficient provisioning and de-provisioning of user accounts across the organization's ecosystem.
· Worked on role engineering and setting up RBAC in the SailPoint Identity Now platform
· Centralized Identity data and leverages one model for policy, risk, and roles across all IAM processes.
· Worked on Performance Enhancement in IIQ and Lifecycle Events.
· Strong understanding of internal technical aspects of Sailpoint IIQ, Role-Based Access Control (RBAC), Governance and Access Certification in Sailpoint.
· Developed and maintained connectors between SailPoint IIQ and diverse system resources to facilitate seamless interaction and data exchange
· Experience configuring Joiner, Mover, and Leaver workflows to maintain user accounts as per the birthright accesses
· Worked on configuring different email templates and setting up the approval request framework in SailPoint IIQ. Worked on configuring different sources in the Identity Now platform such as AD, LDAP, flat file, ServiceNow and JDBC
· Experience in Hybrid Deployment of On-Premises Active Directory to Azure Active Directory
· Excellent debugging, problem-solving, optimization and testing skills.
· Experience in information technology with an emphasis on Technical Business Analysis and SDLC, Agile, Unit testing and Scrum methodologies.
· Good at writing Test Cases, developing and maintaining Test scripts, analyzing the results of scripts and interacting with developers in fixing the issues.
· Experience in setting up SAML Application in OKTA, installing AD
· Experience in designing and developing business applications and systems using Relational Database Management Systems such as Oracle 11g, SQL Server 7.0.
· Expertise in developing web pages with extensive usage of CSS, JavaScript, JQuery, AJAX and XML.
· Integrated SailPoint solution with in-house and third-party applications for birthright provisioning, access request approval and fulfillment, provisioning, custom workflows, etc.
· Managed existing IAM infrastructure and provided Level 2 support. Work with the help desk and other teams to troubleshoot and resolve/ fix issues and bugs
· Access Certification across the organization with IIQ by initiating campaigns for business managers to approve or revoke access as part of a centralized governance program.
· User Life Cycle Management (Joiner/ Mover / Leaver)
· Approval flow in LCM and Birth rights for custom development 
· Worked on Virtualization tools, which are used to develop proof-of-concept solutions leveraging VMware Workstation and Oracle VirtualBox.
· Maintained comprehensive documentation of SailPoint IIQ configurations, processes, and integrations, ensuring compliance with regulatory requirements and internal policies.
· Ability to handle multiple tasks and work independently as well as in a team.
Technical Skills:
	Operating Systems
	Linux, Windows XP, Windows 7/8/10, Windows Server.

	Identity and Access Management
	SailPoint IIQ 6x (6.3, 6.4), 7x (7.0, 7.1, 7.2), 8x (8.1, 8.2, 8.3, 8.4 p2), IdentityNow, OKta 

	Application Servers
	Tomcat, Web sphere, Web logic

	Web-Based/Languages
	HTML, XML & JSF

	Scripting Languages
	JavaScript, Bean Shell

	Frameworks & IDE tools
	Eclipse & NetBeans

	Java technologies
	JDBC, Servlets, JSF, JSP, Core Java, Bean Shell

	Databases
	Oracle, MySQL, MS-SQL, AWS


Education 
Master's: Electrical and Computer Engineering, Fairfield University, USA
Bachelor's:    Electrical and Communication Engineering, JNTU, India 
Work Experience
Client: ISO New England                                                                                                                    June 2024 – Till Date
Location: Boston, MA
Sr. SailPoint IdentityIQ Consultant
Responsibilities 
· Designed and implemented enterprise-wide Identity and Access Management (IAM) solutions using SailPoint IdentityIQ, covering workflows, certifications, provisioning, access requests, and role management.
· Developed and customized SailPoint IIQ connectors for integrations with Active Directory, Workday, ServiceNow, and various in-house applications.
· Implemented advanced rules, workflows, and provisioning policies using BeanShell and Java to support complex access governance requirements.
· Configured and maintained Lifecycle Manager (LCM) processes for end-to-end joiner, mover, and leaver operations.
· Automated access review campaigns, improving overall certification efficiency by 30% through workflow and process optimization.
· Built and deployed custom SailPoint plugins, extending OOTB capabilities using Java, REST APIs, and IdentityIQ plugin framework.
· Integrated SailPoint IIQ with ServiceNow to streamline access request, approval, and fulfillment workflows.
· Designed custom dashboards and reporting to track identity governance KPIs, user access trends, and certification progress.
· Implemented password management, policy enforcement, and synchronization using Password Interceptor and SailPoint password tools.
· Ensured alignment with SOX, GDPR, and ISO 27001 compliance mandates by strengthening access governance controls.
· Enhanced access certification accuracy by 25% through role mining, entitlement cleanup, and least privilege optimization.
· Performed role engineering, reducing excessive privileges and improving role-based access models.
· Deployed SailPoint IIQ across Dev, Test, and Prod using CI/CD pipelines, Git-based version control, and automated build scripts.
· Provided Level 3 production support, resolving provisioning failures, performance issues, and managing patching/upgrades.
· Collaborated closely with business stakeholders, security teams, and application owners to optimize enterprise access provisioning and governance processes.


Client Nike                                                                                                                                         March 2023 – May 2024
Location: Alpharetta, GA 
Sr SailPoint IIQ Consultant 
Responsibilities: 
Worked with different customers on enhancements and customization made to various versions of IdentityIQ.
· Configured SAML assertion attributes using regular expressions for the application team based on requirements and created SAML apps using the Okta API.
· Implemented and developed branding for the new environment Identity IQ UI using JavaScript, XML, CSS, and HTML etc. 
· Managed client requirements and configured SailPoint IIQ connectors for several applications and worked with different teams to get the data implemented. 
· Performed Installation, configuration and upgrades of SailPoint IdentityIQ  6.4P9 to 7.0x ,7.1 and 7.2P2 with Apache Tomcat and MSSQL Server.  
· Handling the Joiners, movers, and leavers process for high-risk business areas by provisioning and de-provisioning.
· Onboarding and offboarding complex applications using IIQ to reduce costs.
· Experienced in IAM (Identity and Access Management) and responsible for installing, integrating and deploying the IdentityIQ OR IIQ product in the client environment
· Onboarding and offboarding complex applications using IIQ to reduce costs.
· Installed and configured settings for provisioning users from various AD domains. Involved in configuring Okta for user provisioning from Active Directory
· Designed and implemented data import of various types of data files from internal and external target sources for validating access levels.
· Worked on Entitlement and Advanced SOD policies in SailPoint as per the Client's requirement.
· Worked on Custom Reports development of type SQL, HQL and Java-based reports to retrieve the Sailpoint data.
· Provisioning using IIQ that ensures users to immediate access to all the applications they need to perform their jobs and streamlining the onboarding and off-boarding process with simple to configure, pre-defined workflows to speed the deployment process.
· Built Joiner, Mover and Leaver workflows to manage user life cycle.
· Implemented Entitlement SOD for restricting User Legal Employer identity attribute with Application access.
· Integrate Okta with various systems like Workday / Active Directory / Box
· Developed a filter-based Custom Report Role to get each role information along with the application and their entitlement information which is an extension of the OOTB role-based report.
· Reviewed business requirement documents and created QA test scenarios and tested the Office 365 email user migration project. Verified Office 365 migrations in LDAP directories, including Active Directory.
· Tested Employee, Contingent workers provisioning, offboarding, onboarding, rehiring, and LOA process in Identity and Access management solutions as per customer requirements.
· Used SSB services to build the process by checking code in Git Hub and validated different target properties for multiple environments.  
· Designed and performed SailPoint deployment activities – connector configuration, custom rule development, workflow configuration and development, third-party system integration.
· Actively working on Compliance Manager, Certifications (Access Reviews) like Manager/Entitlement/Application Owner Certifications & Advanced Certification.
· Set up the federation environment and implemented SAML 2.0 wherein the authentication information can be passed to service providers as an Identity Provider. Installation and configuration of the SailPoint application across all environments - development, QA, and production.
· Enabled the self-service password reset feature to reduce help desk calls for end-users using Okta MFA.
· Worked on complicated application integrations for multiple clients to help them onboard different applications and enabled LCM events using OOB and Custom Workflows.
· Worked on Multi-Connector Adaptor.
· Implemented Rapid application Onboarding and developed custom processes for clients to achieve their Requirements. 
· Helped the client in designing architecture, development, and full life cycle implementation of Identity IQ and IdentityNow
· Collaborated in implementing and deploying SailPoint Identity Now (IDNow) in Windows
· Developed Rules, Workflows, Custom Forms, QuickLinks using Java/Beanshell Scripting.
· Involved in designing and implementing SailPoint IdentityIQ
Client Best Western                                                                                                                         Aug 2020 – March 2023
Location: Remote 
Sr SailPoint IIQ Developer
Responsibilities:
· Installed, configured, designed, and implemented SailPoint Identity IQ.
· Configured SAML single sign-on (SSO) instance for internal and external users, wherein external Users and internal users perform various administrative tasks that include managing external and federated users
· Perform User Access Administration using Active Directory
· Worked on Application Onboarding connectors like Active Directory and other out-of-the-box connectors, JDBC, LDAP, Oracle Database Direct, Delimited File, RACF Mainframe, etc.
· Onboarding / Offboarding Employees through the Active Sync process to auto-provision accounts and access for FDIC Employees 
· Designed and developed a customized deferred task solution to replace the existing out-of-the-box deferred task scanner.
· Designed and developed a Non-Employee Onboarding and management process application access request for employees and contractors.
· Worked with OAuth 2.0 authentication and custom authentication to connect to various Webservices based applications.
· Good knowledge and hands-on experience with Cloud computing (AWS)
· Develop new Out-of-the-Box and Custom functionalities using SailPoint IdentityIQ's API and Java, Bean Shell programming languages for the Identity Access Management (IAM) module.
· SailPoint IIQ Implementation strategized and implemented Identity and Access Management solutions for the client to strengthen the security posture and increase usability.
· Implemented and customized the Manage Access and Manage Identity modules as per customer requirements in SailPoint IdentityNow
· Experience in cloud computing servers like Amazon Web Services (AWS) and laaS.
· Utilize IAM products (Oracle, Sailpoint, Aveksa, Ping) and IAM technologies (SAML, OAuth, OpenID) in day-to-day activities in the customer environment.
· Experience in Identity Governance and Administration (IGA) and working with SailPoint IIQ
· Provided oversight in the execution of the access request management project that was based on the Aveksa access request module. 
· Experience with implementing and operating IGA technologies in a global environment.
· Gather and analyze business requirements and convert them to technical specifications.
· Provide high-level Architecture and detailed solution design using UML.
· Configured SAML SSO with ADFS, Configured SSO with Ping.
· Configured OKTA in-built multifactor authentication for additional security.
· Develop provisioning solutions using web-based technologies such as Java, JSP, SQL, XML 
· Perform unit testing and system integration testing per test cases and scripts.
· Provide ongoing production support for defect fixes and enhancements.
· Configuring Aggregation scripts using Bean Shell and Java to load the data into SailPoint.
· Resolved Azure AD issue relating to Office 365, Active Directory to Azure AD.
· Develop and maintain Architecture design documents and deployment installation procedures.
· Defect fixes and giving production support to business users.
· Maintain the requirement specifications and the functional specifications.
· Provide technical solution and Perform Design and development of new functionalities for enhancements of IAMS.
· Met with IAM teams and reported on new/ pending IAM issues and concerns.
· Configuration of Roles, Policies and Certifications for governance compliance enhancing rules, aggregation, workflows, entitlements, groups, workgroups, etc.
· Worked with the integration of ServiceNow
· Worked on IAM concepts such as Least Privilege, Privileged Access, Roles and Data Mining, Segregation of Duty and Role-Based Access Control (RBAC).
· Built Joiner, Mover, and Leaver workflows to maintain user accounts.
· Performed Access re-certification, automatic manual remediation for applications managed by SailPoint for Employees and Contractors. Perform an Assessment and provide suggestions on best practices 
· Involved in creating custom reports, certifications to cater to various data feeds.
· Worked on Sailpoint deployment activities – connector configuration, Custom rule development, workflow configuration and development, third-party system integration.
· Developed Rules like Build Map, Correlation, Exclusion, Policy Violation, Policy Formatting, etc., as part of connector development.
· Collaborate within a team to develop, manage, execute, and own the overall project plan. Collaborated with testing teams to improve the overall quality of the application.
Client: SPINS                                                                                                                                          Oct 2017 – Aug 2020 
Location: Chicago, IL
SailPoint Engineer
· Installed, integrated and deployed the Identity IQ product in client environments.
· Worked on upgrading 7.2 to 8.0 and Patching of  8.0 SailPoint.
· Established an identity management framework that lays the foundation for identity governance, role definition, role management and certification.
· Developed Build Map Rule, Composite Rule, Logical App, Correlation Rule and Delegation Rule as per client requirements.
· Provide SailPoint reports to Management or System Administrators on demand, weekly, monthly, and quarterly related to user access information
· Responsible for managing the Administration functionality of the Sailpoint such as loading data, creating roles, creating policies, scheduling tasks and certifications and reports
· Worked on Workflows, Access Management, RBAC (Role-Based Access Control), Authentication and Authorization technologies.
· Defining Provisioning Policy for applications AD, LDAP.
· Established measures, metrics, and goals to drive performance as per business, security, and IT needs.
· Invoke custom workflow through Java by building Provisioning Plan, launch arguments, workflows, account request, and attribute request.
· Pre-populated the Routing Email address, Email alias, Display name and organizational Unit of a user depending upon the Employee-Type
· Developed custom certifications as per the client's requirements.
· Designed and deployed an Identity & Access Management solution to improve user experience, meet compliance, and reduce costs.
· Build and Configure SailPoint in-built tasks like aggregation, ID refresh, schedule tasks, correlation, etc.
· Worked on various Certifications, tasks, and reports.
· Responsible for bug-fixing of the application.
Client: XL CATLIN                                                                                                                                  June 2015 – Sep 2017
Location: Hartford, CT
IAM Developer
· Developed and configured an application role.
· Configured AD and LDAP groups to Application Role.
· Configured Provisioning Policy for AD and LDAP to Application Role.
· Developed the different types of Connectors (Delimited, JDBC and Active Directory)
· Created Account Aggregation.
· Configured the connectors like LDAP, DB, and Flat files.
· Developed rules like Build Map, Correlation, Identity Creation, and Default Password assignment.
· Worked on Life Cycle Management like Joiner Event, Leaver event and Manager Transfer event.
· Worked on AD automated provisioning like Birthright AD provisioning while onboarding users.
· Closely worked with the Business Analysts to design and develop my assigned applications.
· Developed the different types of Connectors (AD, Delimited & JDBC)
· Developed Policy, Policy Scan, Policy Formatting Rule, Policy Violation Rule.
· I've been involved in identity review to create identity attributes and their Mappings.
· I've been involved in identity configuration and setup.
· Configured the connectors like LDAP, DB, and Flat files.
· Developed rules like Build Map, Correlation, Exclusion, Multiplexer,
· Identity Creation, Delegation, etc., as part of customizations in the standard Aggregation workflow.
· Implemented custom reports as per client requirements.
· Implemented custom tasks to aggregate the data for multiple Applications.
Tools: Sail Point Identity IQ, Java1.6, XML, WebSphere, MySQL, Java1.7, Tomcat 7x

