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Network Engineer (SD-WAN, Security, Palo Alto, Cloud - AWS, F5)   
Phone: +1(512)686 6913
E-mail:  gopi57p@gmail.com
LinkedIn - www.linkedin.com/in/gopi-pasupuleti-network-engineer

PROFESSIONAL SUMMARY: 
Network Engineer, building and supporting enterprise networks. Skilled in SD-WAN (Cisco Viptela, Versa, Silver Peak), routing & switching (BGP, OSPF, EIGRP, MPLS), and next-gen firewalls (Palo Alto, FortiGate, Cisco ASA). Proficient in network automation using Ansible, Terraform and Python, as well as hybrid cloud connectivity (AWS Direct Connect, VPC, Azure ExpressRoute). Strong in application delivery (F5 BIG-IP) and Network Management, monitoring/troubleshooting with Splunk, SolarWinds and Zabbix.
CAREER HIGHLIGHTS: 
· Migrated and implemented Palo Alto Next-Generation Firewall series (PA-5060, PA-7050, PA-7080), and provided L3 support for routers, switches, and firewalls.
· Consolidated and tuned firewall policies on Palo Alto PA-3200/5220, FortiGate 6000, and Cisco ASA, cutting rule sets from 500 to 200 and blocking 95% of advanced threats.
· Configured Cisco ISE and Aruba ClearPass for 802.1X NAC and posture validation, securing 8,000+ endpoints with 99% compliance and reducing unauthorized access incidents by 45%.
· Executed vulnerability assessments with Tenable Nessus and AWS Config Rules, remediating 100% of high-severity findings within SLA and enforcing compliance across hybrid environments.
· Managed SD-WAN rollouts using Cisco Viptela, VeloCloud, and Silver Peak across 250+ sites, cutting WAN expenses by 20% and improving application latency by 25% under peak loads.
· Streamlined data center provisioning with Cisco ACI ZTP and VMware NSX-T policies, reducing network setup time by 60% and enforcing micro-segmentation for sensitive workloads.
· Skilled in integrating AWS (Transit Gateway, Direct Connect), Azure (Traffic Manager, DDoS Protection), and Google Cloud Platform (VPC, Interconnect) for secure, high-performance networking. 
· Extensive experience in cloud networking and Automation, with a strong background in AWS, Azure, and GCP - including the design of VPCs/VNets, deployment of Load Balancers (NLB), and monitoring via Splunk and Zscaler.
· Operated F5 BIG-IP LTM/GTM, BIG-IQ, Citrix NetScaler, and HAProxy for multi-site ADC management, achieving 99.99% application availability and handling 50k SSL TPS.
· Deployed enterprise wireless solutions using Cisco and Aruba 500 series access points, ensuring secure and reliable wireless connectivity. Configured advanced authentication with Aruba ClearPass.
· Automated network operations with Ansible, Terraform, and Python (Netmiko, NAPALM, REST APIs), cutting manual tasks by 90% and eliminating configuration drift.
· Developed monitoring dashboards in Splunk, SolarWinds, and Zabbix, correlating NetFlow and log data to detect 90% of anomalies before user impact and maintain 99.9% uptime.
· Documented network inventory and changes in NetBox and ServiceNow, authoring runbooks and MOPs that reduced mean time to repair by 35%.
CERTIFICATION:
· Cisco Certified Network Associate (CCNA)
· Cisco Certified Network Professional (CCNP)
· Palo Alto Certified Network Security Engineer (PCNSE)
EDUCATION:
· Master’s in computer engineering from Clemson University, USA
· Bachelor’s in electronic and communication engineering from JNTUH, India
TECHNICAL SKILLS:
	Networking Technologies
	LAN/WAN Architecture, TCP/IP, SD-WAN, VPN, VLAN, VTP, NAT, PAT, STP, RSTP, MSTP, CISCO ACI, EVPN, VXLAN, vPC, StackWise Virtual.

	Networking Hardware
	Cisco Switches, Cisco Routers, ASA/ /Palo Alto/Fortinet/Juniper firewalls.

	Routing Protocols
	OSPF, ISIS, EIGRP, MPLS, BGP, Route Reflectors, Route Maps, Prefix Lists, Advanced BGP Attributes.

	Security Technologies
	Cisco, Blue Coat, Palo Alto, ASA, Fortinet, Checkpoint, Panorama, App-ID, Content-ID, SSL Decryption, GlobalProtect VPN, Zscaler ZIA, Zscaler ZPA

	Network Monitoring & Management tools
	SolarWinds, Wireshark, HRping, Infoblox, Splunk, Nagios, Arista CloudVision Studio, InfoBlox (IPAM, DNS, DHCP), NetFlow, CloudVision APIs, Tenable Nessus, ServiceNow, F5 BIG-IQ, Panorama, Cisco DNAC, Meraki Dashboard, CISCO ThousandEyes.

	Operating Systems
	Windows 10, LINUX, Cisco IOS, IOS XR, NX-OS, ACI OS

	Routers
	 Cisco ASR 9000 Series, ISR 800, ISR 1900, ISR 2900, ISR 3900, and ISR 4000 Series, CISCO 1800, 2611,2800, 3600, 3845, 3900,4300, 4400, 4500, ASR 1000X, 7206VXR, Juniper M & T Series.

	Load Balancers
	F5 Networks (BIG-IP), NetScaler (Citrix), CISCO ADC, F5 ASM, OneConnect, iApps, GTM, HAProxy, Nginx, AVI Networks

	Capacity & performance
	Cascade Riverbed (Flow Monitor), WAN Killer.

	Switches
	CISCO 2960,3750,3850, CAT 9300, CAT9400, CAT 9500, 4500, 6500, 6800, Nexus 9K,7K,5K,2K, Arista cloud Switches 

	Programming & Scripting Languages
	C, C++, Perl, Power Shell, Python, Yang, XML, Ansible

	Simulation Tools
	GNS3, VMware, OPNET IT GURU, OPNET Modeler, Cadence

	Firewalls
	Juniper Net Screen (500/5200), Juniper SRX (650/3600), ASA (5520/5550/5580), McAfee Web Gateway, Checkpoint, Palo Alto Firewalls.

	AAA Architecture
	TACACS+, RADIUS.

	Features & Services
	IOS and Features, HSRP, GLBP, VRRP, IPAM IRDP, NAT, SNMP, SYSLOG, NTP, DHCP, CDP, DNS, TFTP and FTP Management, Open Stack, IVR’s, HLD and LLD documents, Dell equal logics

	Cloud & Automation Tools
	AWS (Direct Connect, Transit Gateway, Route 53), Azure (ExpressRoute, NSG, VNet Peering), GCP (VPC, Cloud Router), Terraform, Python (Netmiko, NAPALM), StackStorm, Jenkins, GitHub Actions, REST APIs, Postman, Insomnia, Puppet, Chef


PROFESSIONAL EXPERIENCE:
Client: Altice USA, Tomball, TX			     	                                                                      Aug’ 2024 – Present
Role: Network Security Engineer 
Responsibilities:
· Deployed Palo Alto PA-5220 NGFWs, implementing SSL decryption, IPS, App-ID, User-ID, and Content-ID for Zero Trust enforcement.
· Managed firewall rule based on optimization on Palo Alto PA-5050/5260, aligning policies with critical app protection and minimizing exposure.
· Supported Palo Alto GlobalProtect VPN operations by assisting with user connectivity issues, policy validation, and split-tunnel verification in enterprise remote-access environments. 
· Managed Palo Alto’s firewalls across multiple sites using Panorama. Creating Security policies with security profile enabled.
· Implemented and validated firewall policies and access rules on Palo Alto PA-3200 series devices, supporting Zero Trust and segmentation efforts. 
· Supported Check Point firewall environments in a multi-vendor security setup, assisting with policy reviews, traffic validation, and change impact analysis during security operations and maintenance activities. 
· Deployed FortiGate 6000 series firewalls with FortiAnalyzer integration, automating log analysis for over 10 million events monthly and reducing incident investigation time by 30%.
· Deployed and integrated FortiGate firewalls into multi-vendor environments, ensuring secure connectivity across AWS, GCP, and on-premises networks.
· Configured Cisco ASA 5500-X with Firepower Services, enabling SSL VPN for 1,000 remote users and automating IPS rule updates to maintain a 98% threat-block rate.
· Utilized Cisco ASA clustering to provide high availability and load balancing, ensuring uninterrupted security services and optimal performance.
· Configured and maintained Cisco ISE 3.x for 802.1X authentication and RBAC, provisioning secure network access for 5,000 devices and achieving a 99% compliance rate for Zero Trust policies.
· Managed SD-WAN deployments using Cisco Viptela and Silver Peak, improving application latency by 25% and optimizing bandwidth utilization by 30% through dynamic path selection and SASE adherence.
· Implemented and managed SD-WAN solutions including Cisco SD-WAN (Viptela) and VMware SD-WAN, leveraging platforms such as Aviatrix and SmartSite for centralized network management and optimization.
· Utilized Cisco ThousandEyes to analyze WAN and SaaS application paths, identifying latency, packet loss, and ISP performance issues impacting end-user experience. 
· Configured EIGRP over DMVPN (Dynamic Multipoint VPN) on Cisco ISR 4000 Series routers to enable secure and dynamic routing for remote sites.
· Supported secure access via IPsec, SSL VPN, and DMVPN, provisioning scalable tunnels for distributed users and sites.
· Implemented Meraki Auto VPN to simplify site-to-site VPN configuration, ensuring secure and reliable connectivity between remote locations.
· Provided design and Contrail SD-WAN networking support using Cisco ACI, Cisco Wireless Controllers, Open-Stack, Juniper Contrail and Big Switch Networks LABs using Apple Configurator.
· Used Cisco ACI Fabric which is based on Cisco Nexus 9000 series switches and Cisco Application Virtual Switch (AVS). Designed, implemented, and maintained AWS backend infrastructure.
· Directed the deployment of Cisco ACI SDN fabric across three data centers, automating more than 200 provisioning processes and implementing micro-segmentation policies that decreased lateral movement risks by 40%.
· Integrated Arista VXLAN overlays to extend Layer 2 connectivity across geographically dispersed data centers, supporting over 500 VLAN segments and improving workload mobility by 45%.
· Utilized OSPF authentication and MD5 hashing on Arista 7050X Series switches to secure routing updates and prevent unauthorized route injections.
· Used CloudVision APIs and Ansible playbooks to push configs, gather telemetry, and auto-remediate compliance issues.
· Supported hybrid cloud expansion by extending on-prem data center networks into AWS and Azure, configuring Transit Gateways, ExpressRoute, and Direct Connect links for secure, low-latency connectivity.
· Built and maintained multi-region VPCs and VNets with route tables, NAT gateways, and security groups to support application deployments and failover across environments.
· Deployed and managed F5 BIG-IP LTM and DNS (GTM) appliances to load balance applications across data centers, configuring SSL offloading, persistence profiles, and GSLB policies for improved availability and performance.
· Integrated F5 BIG-IP with Palo Alto firewalls and Cisco ACI fabrics, implementing iRules for custom traffic steering and validating end-to-end application flows during data center migrations.
· Utilized Citrix NetScaler AppFlow for detailed traffic analysis and visibility, identifying and addressing performance issues and security threats.
· Deployed Symantec Blue Coat ProxySG appliances for secure web gateway (SWG) solutions, configuring web filtering, threat protection, and SSL inspection to enhance web security. 
· Implemented Cisco Meraki enterprise wireless bridge and repeater solutions to extend secure LAN connectivity across multiple buildings, managing Meraki security appliances through the centralized Meraki cloud dashboard.
· Troubleshot and validated enterprise Wi-Fi deployments using 802.11 standards, SSID segmentation, and WPA2/WPA3 security policies on Cisco WLC and Aruba infrastructure.
· Developed Python-based network test scripts to validate BGP and OSPF convergence times and automate packet capture analysis using Wireshark APIs. 
· Automated DNS and DHCP provisioning processes using Infoblox APIs and Ansible, streamlining IP address assignment and reducing manual errors in multi-site deployments.
· Developed Python scripts using Netmiko, NAPALM, REST APIs, JSON/YAML to monitor traffic, alert anomalies, and automate config audits.
· Built reusable Terraform modules to standardize infrastructure deployments and enforce security/compliance consistently.
· Built resilient hybrid WAN using BGP, VXLAN, and MPLS, automating traffic engineering and enforcing QoS policies that cut jitter by 30%.
· Managed Cisco Catalyst 9300/9400 and Nexus 9K switches, handling Layer 2/3 configurations, VLANs, EtherChannels, and STP optimizations.
· Configured Juniper MX routers, auditing BGP/MPLS/VRRP configs to validate route reflectors and redundancy in enterprise WAN.
· Implemented Splunk IT Service Intelligence (ITSI) to monitor and analyze the health and performance of critical network services, providing actionable insights and reducing downtime.
· Performed network capacity monitoring using tools like SolarWinds, Zabbix, and NetFlow, identifying congestion, link errors, and signal loss across MPLS and WAN links.
· Supported Nokia SBC/CMG deployments, validating SIP/Diameter call flows and subscriber authentication during greenfield rollouts.
· Implemented ITIL service asset and configuration management (SACM) to track and manage network assets, ensuring optimal utilization and lifecycle management.
Client: Credit Suisse, Morrisville, NC		                                                                                    Jan’ 2024 - Aug’ 2024
Role: Network Engineer – DATA CENTER
Responsibilities:
· Supported data center modernization and migration efforts involving Cisco Nexus 9K/7K/5K and Palo Alto firewall refresh across primary and DR sites.
· Executed rack-and-stack operations, including power validation, cabling (Cat6/Fiber), and equipment installation following structured cabling standards.
· Participated in data center migration projects, validating VIP cutovers and DNS re-pointing during go-live activities.
· Coordinated with infrastructure teams during data center re-IP and VLAN re-segmentation to ensure minimal downtime during live migrations.
· Assisted with Cisco DNA Center (DNAC) for network visibility and assurance by reviewing device inventory, health dashboards, and compliance reports to support campus network operations. 
· Assisted in fabric expansion for multi-pod ACI environments, adding new leaf/spine switches and configuring vPC peer-links and OSPF adjacencies.
· Enforced micro-segmentation policies in ACI fabric, automating 150 VLAN setups and reducing manual configuration effort in data center operations.
· Configured and validated VRFs and VLAN segmentation across Cisco and Arista infrastructure to support multi-tenant isolation and inter-VRF routing.
· Deployed VMware NSX-T for network virtualization, integrating L2-L7 services into MultiCloud architecture and SDN overlays.
· Maintained and tuned Palo Alto PA-3200 firewalls, reducing false positive alerts by 30% and improving incident response times.
· Working with VSYS, Security policies, App tags, U-turn NAT, Virtual routers, Zones, URL filtering using Domains, SSL decryption, NAT policies, monitoring, Panorama, APP ID on Palo Alto firewalls.
· Managed Cisco ASA 5500-X Firewalls to provide SSL/IPSec VPNs, intrusion prevention, and campus-wide network segmentation.
· Integrated Blue Coat ProxySG with Blue Coat Reporter to generate detailed reports on web usage, security incidents, and compliance, providing comprehensive visibility and analysis.
· Provided direct end-user support for Zscaler and Palo Alto secure access applications, troubleshooting authentication and VPN access issues.
· Configured Cisco ISE 3.x and Aruba ClearPass 6.11 with 802.1X, RADIUS, MAC filtering, and posture validation for NAC and secure access control.
· Utilized F5 BIG-IP LTM/GTM and BIG-IQ for load balancing, traffic steering, and centralized ADC management across multi-site data centers.
· Implemented custom iRules and data groups to automate routing logic for internal business-critical applications.
· Configured AVI Load Balancers (NSX-T integration) for internal APIs and app tiers hosted in VMware and AWS hybrid environments.
· Deployed Citrix NetScaler ADC to optimize application delivery, MFA integration, configuring load balancing, SSL offloading, and application firewall features to enhance performance and security.
· Managed HAProxy for layer 7 traffic distribution, improving availability and redundancy for internal enterprise services.
· Implementing multi-cloud networking solutions using Aviatrix Cloud Network Controller across AWS, Azure, and Google Cloud. 
· Supported the migration of critical workloads from on-prem VMware clusters to AWS EC2 and Azure VMs, assisting in network design and secure interconnects.
· Assisted in configuring S2S VPNs and ExpressRoute/Direct Connect links to provide redundant connectivity between the bank’s private cloud and data centers.
· Integrated AWS Route 53 and Azure DNS for hybrid DNS resolution across private and public zones.
· Configured SDN-based WAN optimization using Cisco SD-WAN (Viptela) to enhance application performance and user experience across distributed locations.
· Deployed, configured, and managed Cisco Viptela SD-WAN solutions for WAN connectivity, including integrating routers, switches (Cisco ASR), Juniper SRX, and Fortinet firewalls to connect remote sites over the Internet.
· Implemented Silver Peak Unity EdgeConnect to optimize WAN traffic, improve SaaS performance, and enforce dynamic path selection.
· Managed OSPF and BGP on Cisco ISR 4000 routers, ensuring dynamic and loop-free routing across the enterprise backbone.
· Installed and configured Cisco Catalyst switches (9300X/9400X) and ISR/ASR routers as part of campus refresh and network expansion projects.
· Implemented Cisco Catalyst 9300X, 9400X, and 9600 series with StackWise Virtual and 100G uplinks for resilient core switching architecture.
· Implemented VTP, VLAN segmentation, and QoS policies on Catalyst switches to optimize voice/video traffic and network performance.
· Demonstrated unparalleled expertise in 802.11 standards, including a/b/g/n/ac/ax, Wi-Fi security modes, Wi-Fi Mesh network, Wi-Fi 6, and Wi-Fi performance parameters.
· Deployed Aruba AP-515 and Mobility Controllers to enable Wi-Fi 6, improving wireless coverage and client density management.
· Deployed secure Wi-Fi networks with Cisco Meraki access points, providing seamless guest access, bandwidth controls, and robust security features.
· Automated security group, ACL, and IAM policy validation scripts in Python to detect configuration drift and misconfigurations.
· Developed Python scripts using Netmiko, REST APIs, and JSON/YAML for telemetry collection, rule auditing, and alerting.
· Implemented automated test data collection from Cisco Nexus and Arista switches via REST APIs to verify interface errors and routing stability.
· Using automation tools like Tufin and Riverbed Net Profiler over Switches, Routers and Firewalls to discover, generate and deploy the Production configuration.
· Automation frameworks (Terraform, Ansible, Chef, Puppet) and automation scripts to support the Azure environment tools (Azure Resource Manager Templates).
· Supported OSI Layer 2/3 diagnostics using Wireshark, HRping, and NetFlow data for issue isolation and root cause analysis.
· Integrated Splunk with cloud-based services (AWS, Azure) to monitor and secure hybrid network environments, providing end-to-end visibility and control.
· Administered Infoblox Grid Manager for DNS, DHCP, and IPAM services, improving record accuracy by 90% and simplifying IP tracking.
Client: Genpact, India					 				 May’ 2019 – Aug’ 2023
Role: Network Support Engineer / Network Engineer (Firewall, WI-FI, Wireless, WLAN)
Responsibilities:
· Managed Cisco ASA 5500-X and Palo Alto PA-220 firewalls, writing ACLs and NAT policies that reduced unauthorized access attempts by 40% and improved logging accuracy.
· Configured VLANs, EtherChannel, and STP on Catalyst 2960-X/3750/4500 switches for LAN segmentation, increasing network stability and reducing broadcast domain errors by 30%.
· Implemented HSRP and VTPv3 across multi-site deployments, achieving sub-second failover and consistent VLAN propagation, boosting availability to 99.5%.
· Supported EIGRP, OSPF, RIP v2, and BGP route reflectors on Nexus 7000, optimizing routing paths and cutting convergence times by 35%.
· Deployed Silver Peak Unity Edge Connect for SD-WAN and WAN optimization, utilizing dynamic path control, application acceleration, WAN hardening.
· Deployed DMVPN and IPsec tunnels for 150+ branches, enabling secure site-to-site connectivity with 99.9% uptime.
· Administered DNS/DHCP services with Infoblox, configuring NAT/PAT and SNMP monitoring to maintain 99.99% service availability.
· Scaled data center networks on Nexus 7018 and Nexus 5000 with FEX modules, vPC, and OTV overlays, improving link utilization by 25%.
· Built NetFlow dashboards and Splunk visualizations for traffic analysis, detecting and mitigating DoS anomalies within 15 minutes.
· Managed F5 BIG-IQ and Citrix NetScaler Gateways with MFA, streamlining secure application delivery and reducing login latency by 20%.
· Automated provisioning of firewalls, routers, and switches with Ansible playbooks, cutting deployment time in half and ensuring configuration consistency.
· Used SolarWinds NCM and Wireshark for proactive monitoring and deep-packet inspection, reducing mean time to resolution by 35%.
· Documented network topologies in Visio and authored SOPs, improving team onboarding and reducing incident response times by 25%.
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