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 Senior Cloud Platform Engineer – Multi-Cloud | ECS | Kubernetes | DevSecOps
                                                                           										
SUMMARY
· [bookmark: _Hlk519676424]AWS Certified DevOps Engineer with 9+ years of experience designing, automating, and operating secure, scalable, and highly available cloud platforms across AWS, Azure, and GCP in enterprise and regulated environments.
· Strong background in DevOps, DevSecOps, and Platform Engineering, delivering cloud-native solutions using Infrastructure as Code (Terraform, ARM Templates, CloudFormation) and standardized multi-cloud platform patterns.
· Architected secure cloud foundations including VPC design, Transit Gateway, private endpoints, load balancers, IAM, and Zero Trust network segmentation to support mission-critical enterprise workloads.
· Hands-on Kubernetes expert, building and operating production-grade clusters on EKS, AKS, and GKE, leveraging Helm, Kustomize, autoscaling, and Karpenter for optimized resource utilization.
· Extensive experience building and managing containerized workloads on AWS ECS (Fargate & EC2 launch types), designing scalable microservices architectures with ALB routing, service auto scaling, and secure task-level IAM roles.
· Built internal developer platforms (IDPs) enabling self-service Kubernetes environments, GitOps-based promotions, and standardized CI/CD workflows to accelerate developer productivity.
· Implemented GitOps-first deployment models using ArgoCD and Flux, delivering declarative, auditable, and rollback-safe deployments across multiple environments.
· Strong expertise in Python-based automation and network tooling, developing Boto3-driven scripts to validate VPC configurations, security groups, route tables, and API connectivity across environments.
· Experienced in REST API integrations, OAuth2 authentication flows, TLS 1.2/1.3 enforcement, and troubleshooting latency-sensitive enterprise APIs in containerized environments.
· Advanced CI/CD engineer designing scalable pipelines using GitHub Actions, Azure DevOps, Jenkins, GitLab CI, and Spinnaker, enabling automated builds, testing, approvals, and blue-green/canary releases.
· Embedded DevSecOps practices throughout the SDLC using Snyk, Trivy, SonarQube, Fortify, Aqua, OWASP ZAP, and container vulnerability scanning to ensure secure-by-default releases.
· Strengthened software supply chain security by integrating SBOM generation, dependency scanning, image assurance, and policy enforcement into CI/CD pipelines.
· Implemented Kubernetes runtime security and least-privilege access controls using IAM, RBAC, OPA Gatekeeper, Azure Policy, and AWS Config for compliance and governance automation.
· Proven experience integrating Splunk Enterprise logging and New Relic APM, building centralized logging, distributed tracing, and proactive alerting frameworks to reduce MTTR.
· Established enterprise observability platforms using Datadog, Prometheus, Grafana, ELK, Azure Monitor, Application Insights, and OpenTelemetry for actionable dashboards and performance optimization.
· Applied SRE principles including SLOs, error budgets, proactive monitoring, and automated remediation to improve service reliability and deployment confidence.
· Led disaster recovery, backup automation, and failover strategies using Terraform, Lambda, Azure Runbooks, and cloud-native services while driving cost optimization through FinOps practices such as autoscaling and rightsizing.
· Collaborative technical leader and mentor, partnering with developers, QA, security, and business stakeholders in Agile environments to modernize legacy workloads and deliver resilient, compliant, and business-aligned cloud platforms.


EDUCATION:
Bachelors in Electronics & Communication Engineering, JNTUH                                                         July 2012 – June 2016                                                                                                                       
CERTIFICATIONS:    
AWS Certified Solutions Architect – Associate           
TECHNICAL SKILLS:
	Operating Systems
	CentOS 5.x/6.x/7.x /RHEL, Ubuntu/Fedora/Debian, Windows Server 2003/2008/2012. 

	Build/Automation Tools
	Chef, Ansible, Puppet, Ant, Saltstack, Maven, Gradle, Nexus, Artifactory, Jenkins, Hudson, Bamboo, Terraform.

	Languages
	Bash, Perl, Ruby, Groovy, Node JS and Python. 

	Databases
	MySQL, MongoDB, Cassandra, PostgreSQL, MSSQL Server.

	Web/App Server
	Apache, IIS, HIS, Tomcat, WebSphere, JBoss, Glassfish.

	Bug Tracking Tools
	JIRA, Remedy, IBM Clear Quest, Fisheye, Crucible, Bugzilla, Rally and HPQuality Center.

	Version Control Tools
	Subversion, GIT, Tortoise SVN, Visual SVN, Bitbucket.

	Cloud
	Amazon Web Service (AWS), Microsoft Azure, Google Cloud Platform, OpenStack.



PROFESSIONAL EXPERIENCE:    
                      
Client: Citi Bank, Irving			                                                                                                           Jan 2025 to Till Date
Lead Cloud & DevOps Engineer 

Project description:
Working as an AWS DevOps Engineer, building and automating infrastructure for secure and scalable cloud-native banking applications. I’ve been focusing on deploying infrastructure using Terraform, managing Kubernetes workloads with EKS, and implementing CI/CD pipelines using GitHub Actions and Jenkins while ensuring compliance, monitoring, and cost efficiency across the board. 

Responsibilities:
· Designed, deployed, and operated enterprise-grade Kubernetes platforms on AWS EKS and Azure AKS using Terraform, ARM templates, AWS CLI, and Karpenter, delivering scalable and production-ready environments with reusable networking, IAM, and core service modules.
· Architected and operated enterprise-grade cloud platforms on AWS (EKS, ECS) and Azure (AKS) using Terraform and ARM templates, building reusable networking, IAM, and core infrastructure modules for scalable, production-ready environments.
· Established secure multi-account landing zones with VPC isolation, Transit Gateway routing, private endpoints, MFA-enabled IAM, RBAC, and OPA Gatekeeper, ensuring PCI-DSS/SOC2 compliance while accelerating onboarding of financial applications.
· Led Platform Engineering initiatives by building an internal Kubernetes + GitOps developer platform, enabling teams to self-serve environments, deployments, and CI/CD workflows with built-in governance and security controls.
· Implemented a GitOps-first delivery model using ArgoCD and FluxCD, leveraging Helm and App-of-Apps patterns to deliver declarative, auditable, and zero-downtime deployments across Dev, QA, and Prod.
· Designed and deployed containerized microservices on AWS ECS (Fargate & EC2 launch types) and EKS, configuring task definitions, ALB routing, and auto scaling policies to support high-volume, latency-sensitive financial APIs.
· Developed Python-based network automation tools using Boto3 SDK to validate VPC routes, security groups, NACL rules, and ECS service connectivity, reducing manual troubleshooting efforts by 40%.
· Automated ECS task rollouts, blue-green and canary deployments with health checks and rollback mechanisms, significantly improving release confidence and reducing production risk.
· Strengthened software supply chain security by integrating SBOM generation, dependency scanning, Kaniko-based container builds, and image assurance into CI/CD pipelines, ensuring only compliant artifacts reached ECR and ACR.
· Built and hardened production-grade Docker images using optimized multi-stage builds and secure base images, partnering with developers to tune Node.js microservices using Helm, ConfigMaps, Secrets, probes, and autoscaling strategies.
· Integrated Splunk Enterprise logging and correlation searches with ECS and Kubernetes workloads, enabling centralized log aggregation and proactive alerting for API failures, latency spikes, and network anomalies.
· Implemented New Relic APM, distributed tracing, and infrastructure monitoring, building real-time dashboards to analyze API response times, container restarts, memory utilization, and throughput metrics.
· Established SRE-driven observability and resilience practices using Datadog, Prometheus, Grafana, ELK, Azure Monitor, and OpenTelemetry, leading 20+ workload migrations via CloudEndure and Azure Migrate, cutting deployment time by 60% and reducing MTTR by 35%.

Client: Massachusetts Department of Transportation, Boston                                                           June 2024 to Dec 2024 Senior Azure DevOps Engineer

Project description:
Led the automation and optimization of multi-cloud infrastructure across AWS and Azure using Terraform, Kubernetes, and GitOps practices. Designed secure, compliant, and highly available environments with real-time observability, disaster recovery automation, and CI/CD pipelines, reducing deployment time, operational risks, and recovery objectives significantly.
Responsibilities:

· Architected secure hybrid cloud environments across AWS and Azure, designing VPCs, NSGs, VPN tunnels, private endpoints, and firewall rules to enable seamless connectivity between cloud and on-prem state transportation systems.
· Engineered secure API connectivity by implementing route propagation policies, network segmentation, and Zero Trust controls, ensuring protected integrations with external and internal REST services.
· Managed multi-cloud identity and governance using AWS IAM, Azure AD, AWS Config, and Azure Policy, generating automated compliance reports to support audit-ready security and regulatory standards.
· Provisioned and standardized Azure infrastructure using Terraform and ARM templates, deploying AKS, App Services, Azure SQL, Azure Data Factory (ADF), and networking components with secure, repeatable IaC practices.
· Led multi-cloud platform standardization initiatives, aligning infrastructure, Kubernetes patterns, and CI/CD frameworks across AWS and Azure to improve consistency and reduce operational drift.
· Built and operated enterprise-grade CI/CD pipelines using Azure DevOps, GitHub Actions, and Jenkins for .NET, Java, and Node.js applications, integrating automated testing, policy validation, and security scans for reliable releases.
· Embedded DevSecOps controls using SonarQube, Trivy, and Fortify to enforce code quality, vulnerability detection, and compliance checks before production deployments.
· Implemented GitOps workflows using ArgoCD, integrating GitHub Actions for container build and promotion pipelines to achieve declarative, automated, and drift-free Kubernetes deployments.
· Developed and deployed containerized workloads on AKS, leveraging Helm, HPA, rolling updates, and blue-green strategies to deliver zero-downtime releases across Dev, QA, and Prod.
· Built developer-centric Kubernetes self-service models using standardized Helm charts and configuration overlays, enabling application teams to deploy securely while maintaining centralized governance.
· Developed Python-based REST API automation tools to validate endpoint health, OAuth2 authentication, and SSL/TLS configurations, while integrating Splunk forwarders and HEC for centralized logging and root cause analysis.
· Established enterprise observability and SRE practices using New Relic distributed tracing, Datadog, Azure Monitor, Log Analytics, ELK, and OpenTelemetry, leveraging VPC and NSG flow logs to optimize network performance and reduce MTTR through proactive monitoring and automation (Linux, Bash, PowerShell).


Optum Services Inc (United Health Group) - India                         	                                                           July 2021 to April 2024	                                                                                                               
Cloud Platform Lead – Azure & Kubernetes                                                                      

Project description:
Designed and automated secure, scalable AWS cloud infrastructure for healthcare workloads using Kubernetes, Terraform, and CI/CD pipelines with blue-green/canary deployments. Integrated real-time observability, HIPAA compliance automation, and disaster recovery strategies, achieving 99.99% uptime, 25% cost savings, and zero-downtime migrations for 20+ critical applications.
Responsibilities:
· Collaborated with cross-functional teams to gather requirements, design cloud architectures, and deliver scalable, secure healthcare applications across AWS and Azure.
· Partnered with cross-functional product, security, and engineering teams to design scalable, secure healthcare cloud architectures across AWS and Azure, delivering HIPAA-compliant platforms supporting multiple clinical applications.
· Architected high-availability AWS environments using Terraform, VPCs, IAM, RDS, and S3, ensuring cost-efficient, encrypted, and compliance-ready infrastructure for PHI-sensitive workloads.
· Built and operated containerized platforms on EKS, ECS, Fargate, and AKS, leveraging Cluster Autoscaler and Karpenter to optimize compute utilization, improve performance, and reduce cloud costs.
· Designed and operated secure healthcare microservices on AWS ECS and EKS, implementing IAM task roles, private subnet isolation, TLS 1.2/1.3 encryption, and WAF protections to safeguard patient data in transit and at rest.
· Developed Python-based automation frameworks to validate API Gateway integrations, backend service health, OAuth-based authentication, and container connectivity, ensuring reliable and compliant service availability.
· Implemented resilience patterns such as circuit breakers and retry mechanisms for RESTful APIs, minimizing disruptions during downstream service outages and improving overall system stability.
· Engineered enterprise CI/CD pipelines using GitHub Actions, Spinnaker, and Azure DevOps, enabling blue-green and canary deployments with automated security scanning and zero-downtime releases.
· Standardized secure container build practices by enforcing multi-stage Docker builds, non-root containers, minimal base images, SBOM generation (Syft/Grype), and vulnerability scanning (Snyk, Aqua, Trivy, SonarQube) within CI/CD pipelines.
· Built an internal developer platform supporting GitOps-based promotions, Kubernetes self-service onboarding, and reusable infrastructure patterns, enabling product teams to deploy faster while maintaining centralized governance.
· Integrated Splunk logging and New Relic APM with ECS and Kubernetes workloads, establishing real-time monitoring of patient data pipelines and proactive alerting on abnormal traffic patterns.
· Automated healthcare data ingestion and ETL workflows using Azure Data Factory (ADF), integrating Azure Blob Storage, Azure SQL, and REST APIs with CI/CD-driven multi-environment deployments.
· Strengthened enterprise reliability and compliance by implementing Azure Policy, AWS Config, Security Hub, GuardDuty, Defender for Cloud, and SRE-driven observability using Datadog, Prometheus, Grafana, and OpenTelemetry; led 20+ application migrations via CloudEndure and automated DR with Terraform, Lambda, and Route 53, reducing RTO by 50% and cloud costs by 25%.

Client: Synchrony Bank Financial Company, Hyderabad		                                                          June 2020 to June 2021
Senior Cloud & DevOps Engineer

Project Description:
Architected and automated secure, high-availability AWS infrastructure for financial workloads using Terraform, Ansible, and Kubernetes. Implemented CI/CD pipelines, blue-green deployments, proactive monitoring, and disaster recovery strategies, reducing setup time by 70%, downtime risk by 40%, and ensuring zero-defect production releases.
Responsibilities:
· Executed canary deployments and blue-green strategies, minimizing production risks during releases.
· Designed and deployed highly available AWS infrastructure for secure financial workloads using Terraform and Ansible, ensuring scalability and compliance.
· Automated infrastructure provisioning with Terraform and Ansible, reducing environment setup time by 70% and ensuring configuration consistency.
· Implemented blue-green and canary deployments with Jenkins and Kubernetes, minimizing downtime and production risk during releases.
· Built and maintained CI/CD pipelines using Jenkins, Maven, Git, and Nexus for multi-language builds (Python, Shell, Java), accelerating delivery cycles.
· Configured secure VPCs, IAM roles, and access controls to protect sensitive financial data across AWS and hybrid cloud environments.
· Deployed containerized workloads using Kubernetes and Docker with namespace isolation for scalability and security.
· Managed EC2 instances hosting IIS and MSSQL workloads with high availability, failover strategies, and automated backups for business continuity.
· Integrated Nagios and Zabbix for proactive alerting and performance monitoring, cutting mean incident response time by 40%.
· Automated log rotation, backups, and configuration checks with Python and Shell scripts, reducing manual operational overhead.
· Conducted configuration audits and implemented disaster recovery readiness processes for compliance and reliability.
· Collaborated with QA and project management teams to streamline batch and sprint releases for zero-defect production rollouts.
· Maintained real-time observability dashboards and infrastructure metrics for faster troubleshooting and capacity planning.

 
Client: Hitachi Systems Microclinic Pvt Ltd, Hyd                                                                                          Apr 2018 to Apr 2020
Build and Release Engineer						                                         

Responsibilities:
· Automated .NET and Java applications using Hudson/Jenkins for end-to-end CI/CD workflows, improving deployment efficiency and reducing manual effort.
· Applied ITIL best practices into SDLC, enhancing change management processes and ensuring project compliance through QMS activities.
· Prepared cutover plans for Pre-Prod and Prod deployments, ensuring smooth transitions with minimal downtime and high system reliability.
· Used AWS Cost Explorer to find unused resources and helped reduce cloud bills by 25%.
· Executed configuration audits and sustained Configuration Items (CIs) in Harvest, ensuring compliance and timely resolution of findings.
· Coordinated with development teams to resolve build issues, streamline release processes, and ensure proper tagging in version control systems (e.g., Git, SVN).
· Mechanized repetitive tasks using Bash, Python, and Shell scripts, improving operational efficiency and reducing manual intervention in builds and backups.
· Ensured system reliability by performing periodic backups, monitoring performance, and resolving hardware, OS, and application issues proactively.
· Supervised version control systems (e.g., Git, SVN) and CI/CD pipelines, ensuring consistent environments and seamless code integration across teams.
· Optimized system performance through proactive monitoring, root-cause analysis, and implementing scalability best practices for production environments.


Client: Karvy Digi Konnect Ltd, Hyderabad                                                                                                    July 2016–April 2018                                                                    
Linux Administrator

Responsibilities:	

· Administered Red Hat Linux servers (versions 3.0–6.0), performing kernel tuning and system optimizations for high performance in production environments.
· Mechanized system tasks using Bash, Python, and Shell scripts , including backups, file system migrations, and routine maintenance to improve operational efficiency.
· Configured RAID levels (1, 5, 10) and supervised Apache/Tomcat servers, MySQL databases, and network services like DHCP, DNS, and HTTP for both development and production environments.
· Deployed and upheld Oracle 9i databases on Linux servers, ensuring seamless integration with development workflows and minimal downtime.
· Enforced virtualization using VMware and configured Samba for cross-platform file sharing between Linux and Windows systems, enhancing resource utilization.
· Monitored system performance and troubleshooted hardware, OS, application, and network issues , ensuring 99.9% uptime and minimal disruptions.
· Configured Cronjobs and systematized recurring tasks such as backups, log rotations, and system updates to streamline administrative workflows.
· Performed system backups, security setups, and compliance checks, ensuring data integrity and adherence to organizational policies.
· Optimized system performance and resource management through proactive monitoring, root-cause analysis, and implementing best practices for scalability and reliability.
· Provided training and documentation for junior team members on Linux administration, scripting, and DevOps tools, fostering knowledge sharing and team growth.
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