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Sr. Aws Cloud DevOps Engineer
🖂 E-Mail: kattasaik.187@gmail.com | ✆ +1 812-223-5912
LinkedIn: https://www.linkedin.com/in/saikiran-katta-a71696222/

Employer 🖂 E-Mail: Tejac@atmanica.com | ✆ +1 972-366-0624

PROFESSIONAL SUMMARY:                   
AWS Certified Associate Developer with 10+ years in the field of Information Technology industry focused on System /Network Administration, Cloud Computing and DevOps that include the principles with Continuous Integration, Continuous Delivery and Continuous Deployment.
· Around 10+ years of IT experience as a DevOps Engineer especially working on Cloud technologies such as AWS with experience working on server-based operating system such as Linux; kernel configurations on Redhat Linux, CentOS, SUSE, Debian, Ubuntu, kernel Parameter & Tuning and Trouble Shooting System & Performance Issues. Extensive experience includes SCM, DevOps Build/Release Management, Change/Incident Management and Cloud Management. 
· Experience in Infrastructure Development and Operations, involved in designing and deploying almost all the AWS stack like EC2, EBS, S3, VPC, RDS, SES, ELB, Auto scaling, CloudFront, CloudFormation, Elastic Cache, Cloud Watch, SNS, Route53. 
· Experienced in Cloud automation using AWS CloudFormation template. Ensured data integrity and data security on AWS technology by implementing AWS best practices. 
· Experience in configuring AWS Identity & Access Management (IAM) by managing the users new accounts, roles and groups. 
· Experienced AWS DevOps Engineer with a strong focus on cloud cost optimization and infrastructure automation using tools like Turbonomic and ParkMyCloud.
· Managed Azure Kubernetes Service (AKS) clusters with integrated CI/CD pipelines, Helm-based deployments, and secure networking configurations to run scalable, containerized applications in production.
· Expertise on migrating on-premise applications and data on to AWS Cloud Services. 
· Working knowledge in using various azure products like azure devops, azure cloud services, azure app services, azure container app, azure Kubernetes services (AKS)and azure cosmos DB.
· Experienced in deploying Micro Services to App Servers and Database Changes to Oracle, db2, MS-SQL and MYSQL databases.
· Proficient in managing and administering version control systems (VCS) including GitHub, GitHub Actions, Subversion (SVN), and ADI, supporting efficient and secure software development lifecycles.
· Experienced in configuring GitHub Actions for automated CI/CD pipelines, enabling continuous integration and faster, more reliable deployments.
· Implemented end-to-end transaction tracing and code-level diagnostics using AppDynamics and Splunk to monitor high-volume financial APIs and telecom microservices, resolving latency bottlenecks and ensuring consistent system performance. 
· Managed containerized workloads split between AKS and on-prem clusters, with CI/CD running through Azure DevOps pipelines for smooth deployments and rollbacks.
· Deployed and managed AKS clusters with auto-scaling, node pools, and integrated monitoring to support high-availability, containerized applications.
· Integrated AKS with Azure DevOps pipelines for automated build, test, and deployment of microservices using YAML pipelines and Docker containers.
· Configured Kubernetes Ingress Controllers, Network Policies, and integrated AKS with Azure Application Gateway and Private DNS Zones to manage secure internal and external traffic.
· Expertise in provisioning and managing cloud resources consistently and repeatably Using IAC tools like Terraform and CloudFormation and Adept implementing monitoring, alerting, and incident response workflows using tools like BigPanda, CloudWatch, and Datadog to achieve high system availability and reduce MTTR.
· Hands-on expertise in managing Rancher Kubernetes clusters and deploying containerized applications using Docker and Helm.
· Skilled in integrating Application Development Interface (ADI) within DevOps workflows to enhance development tool interoperability and pipeline automation.
· Strong background in applying branching strategies, tagging, and version control best practices to maintain code integrity and streamline collaboration.
· Worked with DOCKER based container deployments to create self-environments for dev teams and containerization of environments delivery for releases.
· Work experience on Kubernetes to cluster the Containers for high availability. AWS EKS, system-level Linux debugging, and automation with scripting languages like Bash, Python, or Go. 
· Extensively worked on Configuration management tools such as Ansible, Chef for server provisioning and infrastructure automation.
· Experienced in configuring the Ansible Tower to automate repetitive tasks and quick deployments for the critical applications. Configured BigPanda REST APIs and webhook integrations to customize alert routing and escalation paths, aligning with SRE and NOC team workflows.
· Handled configuration-management, application deployment, cloud provisioning, ad-hoc task-execution, and multi node orchestration using Ansible.
· Decent experience in Chef including configuring Chef-Repo and setting up multiple Chef Workstations and writing Chef cookbooks and Recipes to automate the deployment process and integrated with Jenkins jobs for Continuous delivery(CD) framework.
· Skilled in automating cloud resource scheduling and cost controls using ParkMyCloud, leading to significant monthly savings.
· Experienced in coding Jenkins pipelines to drive all micro services builds out to the Docker Registry and then deployed to Kubernetes, Created Pods and managed using Kubernetes.
· Used Atlassian tools JIRA, Confluence for defect management, team collaboration, source code management and continuous integration and deployment practices.
· Experience in working on version control systems like Subversion, and GIT and used Source code management client tools like Git Bash, GitHub, Clear Case, Git GUI and other command line applications in terms of branching, tagging and maintenance on UNIX and Windows environment. 
· Efficient experience in using Nexus and Artifactory Repository managers for Maven builds.
· Experience in Monitoring tools like Nagios, Splunk and CloudWatch. 
· Experience in web/application servers like Apache, Nginx, WebLogic, Jboss and Tomcat.
· Involved in JIRA as defect tracking system and configure various workflows, customizations and plugins for JIRA bug/issue tracker, integrated Jenkins with JIRA, GitHub.  
·  Excellent knowledge on Java/J2EE and the ability of developing XML, HTML, Shell Scripts and Perl Scripts.
· Experience with programming languages and environments such as Perl, Python, Groovy, JavaScript, PHP and PowerShell. 
· Configuring network services such as DNS, NFS, SMTP, NTP, DHCP, LDAP, postfix, send mail, ftp, remote access, security management and LDAP, RBAC, Digital certificates security trouble shooting skills.
· Installation and administration of TCP/IP, NFS, DNS, NTP, Auto mounts, Send mail and print servers as per the client's requirement. 
·  Worked on Installation/Configuration/Administrated VMware ESXI and migrated existing servers into VMware Infrastructure. 
· Experience in Red Hat Enterprise Linux (RHEL) toward the commercial market. 
· Introduced Vagrant to facilitate disposable and repeatable development environments (zones or shelves). 
TECHNICAL SKILLS
	Cloud Environments
	AWS, Azure

	Configuration Management Tools:
	SaltStack, ANSIBLE, Chef, Puppet

	CI/CD Tools:
	Jenkins, GitLAB

	IaC Tools
	Terraform, AWS CloudFormation

	Java Technologies 
	Core Java, Java Server Pages, Servlets, JDBC, Multi-threading, Event Handling

	Container Tools:
	Docker, Kubernetes.

	Version Control Tools:
	GIT, CVS, SVN, Bitbucket.

	Monitoring Tools:
	Nagios, Splunk and CloudWatch.

	Scripting:
	Bash/Shell, Python, PERL, Ruby and PowerShell

	Databases:
	My SQL, MS Access, Oracle, DB2, NoSQL (MongoDB, DynamoDB).

	Web Servers:
	Apache HTTP, Nginx

	Application Servers:
	WebLogic, Jboss, Apache Tomcat

	Networking:
	DNS, DHCP, SMTP, HTTP, SNMP.

	IDE Tools:
	ECLIPSE IDE, NETBEANS

	Operating Systems:
	Linux, UBUNTU,                    
UNIX, WINDOWS

	Virtualization Tech:
	VMware vSphere ESXi, VMware Workstation

	Web Technologies:
	JavaScript, Perl, HTML, CSS, Ajax, JQuery, HTML, Web services 
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EMPLOYMENT EXPERIENCE:

CDK Global, Austin, Texas                                                                                        	    Feb 2025 – Present
Role: Sr. Aws DevOps engineer
Responsibilities:
Provisioned infrastructure as code using Terraform, leveraging execution plans and automation of change management.
· Automated build and deployment of Terraform scripts with Jenkins.
· Containerized applications utilizing Docker, EKS, CloudFormation (CFN), ECR, and ECS for efficient lifecycle management.
· Managed and operated Red Hat OpenShift (OCP) clusters, deploying containerized applications using Kubernetes primitives (Pods, Deployments, Services, Routes).
· Developed Python automation scripts to support CI/CD processes and log aggregation.
· Exposure to LLM-based platforms such as OpenAI, Anthropic (Claude), and Amazon Bedrock, supporting API-driven inference and prompt engineering workflows.
· Strong understanding of embeddings, vector stores, and Retrieval-Augmented Generation (RAG) patterns, including semantic search integrations.
· Engineered "Builds from scratch" for SUSE using AutoYaST and Terraform, ensuring consistent, repeatable server deployments in both on-premise VMware and AWS Cloud environments.
· Experience supporting GenAI workloads in AWS and Kubernetes (EKS), focusing on scalable deployment, IAM security, networking, and monitoring of inference services.
· Configured and maintained OpenShift networking, including Routes, Services, and Ingress, ensuring secure and reliable traffic flow.
· Developed advanced Ansible playbooks and roles for the end-to-end automation of SUSE OS hardening and access control, integrating with ServiceNow for automated change request fulfillment.
· Streamlined IT Service Management (ITSM) by automating incident response workflows and integrating ServiceNow with CI/CD pipelines for automated change requests.
· Collaborated on DevOps-driven integration solutions with platforms such as Cloudflare, Akamai, Netlify, and Fastly.
· Led DevOps automation initiatives for the ServiceNow platform, facilitating CI/CD and zero-downtime upgrades.
· Automated Databricks job scheduling and monitoring using REST APIs and Python.
· Used Amazon Q to write Terraform or CloudFormation templates to set up AWS resources (like VPCs or EC2) based on best practices.
· Implemented RBAC, Security Context Constraints (SCCs), and namespaces to enforce least-privilege access and multi-tenant isolation.
· Developed advanced Kibana dashboards and visualizations within the ELK stack to monitor real-time application logs, identify performance bottlenecks, and reduce MTTR.
· Used Gen AI to not just find security vulnerabilities but automatically generate the code patches to fix them.
· Implemented CI/CD pipelines via Harness and ArgoCD for streamlined GitOps deployments.
· Designed and implemented Azure DevOps pipelines for automating builds and rollouts.
· Orchestrated containerized applications on AKS to ensure high availability.
· Accelerated the development of Terraform and AWS CDK scripts using Amazon Q to generate compliant infrastructure templates for ECS clusters and VPC networking, ensuring adherence to AWS Well-Architected Framework standards.
Environment: Azure, RHEL, Ansible, Shell, Jira, Jenkins, Python, Docker, Kubernetes, SonarQube, Kibana, NetSuite, PostgreSQL, Terraform, HashiCorp Vault, Splunk, Apigee, Databricks, LDAP, IAM, EMR, Cloudflare, Akamai, Netlify, Tomcat, WebSphere, Kafka, ETL, Redshift, Redis, RESTful APIs, Grafana, Prometheus, RabbitMQ, Java
Amazon Webservice Inc, (Austin, Tx)                                                                                                        Nov 2022 – Feb 2025
Role: Sr. Cloud DevOps engineer (AWS/Cloud Engineer)
Responsibilities:
· Worked with Cloud infrastructure based of VPC, EC2, Route53, S3, RDS, DynamoDB, SNS, SQS, Lambda, ECS, EKS, Network ACLs, ELB, NLB, Autoscaling, IAM on AWS using Cloud formation templates.
·  Created AWS CloudFormation templates to create custom-sized VPC, Subnets, EC2 instances, ELB, Security Groups. Worked on tagging standard for proper identification and ownership of EC2 instances and other AWS Services like CloudFront, CloudWatch, Ops Works, RDS, ELB, EBS, S3, Route53, SNS, SQS, KMS, CloudTrail, IAM.
· Deployed, managed, and maintained production-grade Rancher-managed Kubernetes clusters, ensuring high availability and scalability. Integrated BigPanda with AWS CloudWatch and third-party monitoring tools to create a unified incident response platform, improving incident triage time by 40%.
· Automated infrastructure provisioning using Terraform and CloudFormation, managing multi-account AWS environments with proper IAM governance and cost optimization.
· Proficiently coded backend services and automation scripts in Python and Go, integrating various cloud components and serverless architectures for optimized performance.
· Built and maintained CI/CD pipelines using Jenkins, GitHub Actions, and AWS Code Pipeline, reducing manual deployment errors and cycle times.
· Leveraged Terraform to provision scalable cloud-native infrastructure for SUSE-based workloads on AWS, ensuring adherence to the Well-Architected Framework standards.
· Designed and deployed containerized microservices on EKS with Helm and managed blue/green deployments, ensuring zero-downtime releases.
· Managed multi-account AWS environments with a focus on OS hardening, IAM governance, and kernel-level Linux debugging to maintain production-grade reliability.
· Used Gen AI to write complex IAM Policies (permissions) from simple English requests, ensuring developers only get the access they need.
· Engineered cloud-native solutions using Docker, Helm, and AWS EKS, optimizing container orchestration workflows.
· Automated infrastructure and application deployments with scripting in Bash, Python, and Go, improving deployment speed and consistency.
· Designed and implemented CI/CD pipelines using GitLab CI, Jenkins, Argo CD, and Flux, reducing release cycles and improving code quality.
· Automated cloud cost controls and resource scheduling using Terraform and CloudFormation, achieving significant monthly savings through data-driven governance.
· Designed, developed, and maintained backend services for cloud applications using Python and AWS serverless architecture.
· Implemented and optimized AWS services such as Lambda, DynamoDB, SQS, Event Bridge, and Kinesis for efficient workflows.
· Worked with finance and infrastructure teams to design a cloud governance model using ParkMyCloud's reports and savings analysis.
· Built and maintained GitOps workflows using Flux CD to streamline deployment of containerized microservices in EKS, achieving improved consistency, traceability, and operational efficiency.
· Integrated Flux CD with EKS clusters to enable declarative configuration management and continuous delivery, reducing deployment errors and enhancing system reliability.
· Automated Kubernetes resource deployments and updates in EKS through GitOps best practices, leveraging Flux CD for reconciliation and drift detection.
· Created and maintained infrastructure using Terraform, resulting in a more streamlined and efficient deployment process.
· Utilized Terraform for infrastructure as code (IaC) to Create various resources in AWS, Also created Terraform templates to spinup EKS cluster and install addons.
· Created custom policies and tagging strategies in ParkMyCloud to support auto-parking rules, aligning with development and QA team workflows.
· Managed Bitbucket Data Center administration, including repository access controls, branching strategies, and webhooks for seamless integration with Jenkins and GitLab CI.
· Automated cloud cost optimization recommendations from Turbonomic using Infrastructure as Code (IaC) tools like Terraform and CloudFormation.
· Led large-scale migrations of on-premises legacy applications to AWS and Azure, focusing on zero-downtime database and server-side re-platforming.
· Designed and implemented serverless architectures on AWS, following best practices for performance and cost optimization.
· Integrated Application Development Interface (ADI) with CI/CD pipelines to automate inter-tool communication, ensuring seamless artifact promotion and status tracking.
· Deployed and orchestrated workloads using Amazon ECS and Fargate for scalable containerized applications.
· Worked on the AWS CDK service and developed few of the infrastructure based on the internal Client requirements.
· Deployed, managed, and operating scalable, highly available, and fault tolerant systems on AWS Amazon cloud service.
· Worked on Mentoring the New Resource who joined the team and prepared training plan for the new hires.
· Worked on Creating internal docs for the fellow engineers if I encountered any new challenges.
Environment: AWS, CloudFormation, ClDK, Service Catalog, Control Tower, EKS, Docker, Gitlab, ANT, MAVEN, Datadog, Prometheus., Ruby, YAML, Python, Terraform, PowerShell, GIT, Subversion, JIRA, Artifactory.

Apple Inc, Austin, TX                                                                 				                   July 2018 – Nov 2022
Role: Sr.Cloud Devops Engineer 
Responsibilities:
· Worked on AWS CloudWatch, CloudFormation, Cloud Trail services and CloudFront to set up and manage cached content delivery.
· Managing a fleet of Cloud Linux servers, database, storage buckets, load balancers, network interfaces, and other infrastructure building blocks to ensure maximum uptime and security.
· Built and managed end-to-end CI/CD pipelines using Azure DevOps for deploying microservices to AKS, with automated infrastructure provisioning, integrated code quality checks via SonarQube, and consistent delivery across development and production environments.
· Created AWS Route53 to route traffic between different regions and configure AWS IAM and Security Groups in Public and Private Subnets in VPC.
· Provisioned Bare Metal machines using Ubuntu MAAS for OpenStack KVM infrastructure, further utilized for Kubernetes and OpenStack Control Planes.
· Worked with Ubuntu MAAS (Metal-as-a-service) to provision the Bare Metal machines for the OpenStack KVM infrastructure further used for OpenStack and Kubernetes Control Plane. Migrated legacy web and backend applications to Azure Kubernetes Service (AKS) and Azure SQL.
· Authored comprehensive Ansible playbooks in YAML to manage configurations for a fleet of Cloud Linux servers, ensuring consistent deployment and maximum uptime.
· Worked with Green Field, Brown Field Kubernetes Deployments, Blue-Green Deployments for OpenStack and Non-OpenStack based Microservices and Other Application Requirements. Administered and maintained GitHub and SVN repositories, applying version control standards to support enterprise-level application development and release processes. Configured GitHub Actions workflows to automate build, test, and deployment stages, reducing deployment time and improving release reliability by 30%.
· Deployed Cloud both using automation via Fuel, OpenStack Ansible and manual deployment.
· Orchestrated the use of Azure Functions to build serverless microservices for event-driven architecture, improving response times and resource allocation by scaling functions automatically based on demand.
· Collaborated with data engineers to optimize big data workflows using Azure Synapse Analytics and Data Lake, processing terabytes of data daily, reducing costs, and improving analytics performance.
· Optimized container orchestration with Kubernetes (AKS/EKS), including custom Helm charts, horizontal pod autoscaling, and resource limit enforcement.
· Worked on deployment automation of all the micro services to pull image from the private Docker Registry and deploy to Kubernetes pods cluster using Ansible. 
· Managed Docker cluster using Kubernetes with HTTP basic authentication for Kubernetes server API calls. Used Kubernetes modules in Ansible playbooks to create container namespaces in the existing Docker cluster.
· Hands-on experience in deploying Kubernetes Cluster on cloud environments with master/minion architecture and wrote many YAML files to create many services like pods, deployments, auto scaling, load balancers, labels, health checks, Namespaces.
· Actively worked on Docker and deploying and maintaining Micro services in Dev, QA, Prod environment.
· Managed local deployments in Kubernetes, creating local cluster and deploying application containers. 
· Scheduled, deployed and managed container replicas onto a node cluster using Kubernetes. Deployed CoreOS Kubernetes Clusters to manage Docker containers in the production environment with light weight Docker Images as base files.
· Writing Docker files with best practices along with Docker linting, Docker container management along with volumes, container based DB and services, Docker Artifactory (Jfrog) configuration and setup. 
· Wrote many Ansible playbooks which is the entry point for Ansible provisioning, where the automation is defined through tasks using YAML format. Run Ansible Scripts to provision Dev servers. 
· Wrote Ansible Playbooks with Python SSH as the Wrapper to Manage Configurations of AWS Nodes and Test Playbooks on AWS instances using Python.
· Worked with Ansible to deploy OpenStack/Non-OpenStack related components like Nagios Infrastructure, Resource Orchestrator, MySQL Percona Replication, HAProxy Certs and Configurations and different applications KVM/AWS Instances.
· Worked on DMS version upgrades, troubleshooting replication issues, and resolving data type mismatches during heterogeneous migrations.
· Configured and managed DMS replication instances, endpoints, and migration tasks for full load, ongoing replication (CDC), and schema conversion.
· Setup Jenkins master slave architecture to use Jenkins as pipe line as service.
· Configured Git with Jenkins and schedule jobs using POLL SCM option and integrated to automate the code checkout process. Installed many custom plugins along with ANT and MAVEN plugins. Also Used Artifactory Repository managers for Maven Builds.
· Performed many pipeline jobs using Jenkins files and automate the code review process and published the results on Jenkins as well the graph by comparing everyday nightly builds.
· Implementation of JIRA to track all issues pertaining to the software development lifecycle and Integration of JIRA with repositories such as Subversion and Git to track all code changes. 
· Skilled in monitoring servers using Nagios, CloudWatch.
· Experience is using Tomcat, JBOSS, WebLogic and WebSphere Application servers for deployments
· Familiarity creating professional-quality automation scripts using a modern scripting language such as Ruby, YAML, Python, or PowerShell 
· Wrote JUnit test cases for unit, integration, and functional tests, run automatically by Hudson/Jenkins in the builds triggered by each push to GIT.
· Managed GIT repositories for branching, merging, and tagging.
Environment: AWS, Azure, CloudWatch, CloudFront, CloudFront, IAM, Kubernetes, OpenStack, Docker, Ansible, Jenkins, ANT, MAVEN, Nagios, Ruby, YAML, Python, Terraform, PowerShell, GIT, Subversion, JIRA, Artifactory.

Veridic Solutions LLC, Atlanta, GA                                                                  			                June 2017 – June 2018
Role: DevOps Engineer
Responsibilities:
· Experience in DevOps Engineer for project teams that involved different development teams and multiple simultaneous software releases.
· Involved in implementing various software release strategies for various applications according to Agile process.
· Created Jenkins pipelines involving several Downstream/Upstream job configurations based on dependencies from other applications & based on Release methodologies. 
· Connected continuous integration system (Jenkins) with GIT version control repository and continually build as the check-in's come from the developer. Defined branching and merging strategies.
· Create, maintain and administrating GitHub and subversion repositories as source code managements.
· Redesigned and deployed the Nagios implementation. Nodes automatically added/removed themselves using configuration management tools (Chef).
· Implemented the use of Nagios tool for monitoring and analyzing the network loads on the individual machines by enforcing custom Nagios to exhibit various metrics using Shell scripting and add-ons.
· Maintained JIRA for tracking and updating project defects and tasks. 
· Linux kernel memory upgrades and swaps area. RedHat Linux kickstart installations Sun Solaris Jump start installation.
Environment:  Chef, Vagrant, Nagios, Jira, Jenkins, ANT, Maven, VMware ESXi, Python, Ruby, Shell, Git, GitHub.
Microcoders LLC, Woburn, MA                                                                  		                	 April 2017 – May 2017
Role: Linux Administrator
Responsibilities:
· Troubleshooting Linux network, security related issues, capturing packets using tools such as IPtables, firewall, and TCP wrapper and NMAP.
· Configuring and hardening Linux servers evaluating needs and installing appropriated recommended patches as needed.
· Performed troubleshooting of DNS, DHCP and active directory.
· Worked on Cron jobs in Linux servers for managing the logs of the web servers. 
· Responsible for writing/modifying scripts using both Bash, SSH for day-to-day administration
· Responsibility for security and documenting the configuration of the system.
· Sound Knowledge in Linux Operating system, services & utilities like NFS/AutoFS, Samba, NTP 
· Able to handle most of basic to advanced calls in User, group management, system start-up, service modification, crontab entries, ACL modifications, file system management, root & OS backups.
· Good knowledge on Raid’s. (Like RAID0, RAID1, RAID2, RAID4, and RAID5).
Environment: Kickstart, DNS, DHCP, TCP/IP, RIP, FTP, TFTP, Terminal Services, SMTP, NFS, Linux, VMware workstation, virtual box, REDHAT.

Education details:
· Indiana State University, MS in Electronics & Computer Technology Aug’2015 – Dec’2016.
· Jawaharlal Nehru Technological University, Bachelors in Electronics & Communication Engineering Sept’2010-May’2014
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